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1. Risk Management Procedure

The term risk management refers to the systematic application of procedures to the tasks of identifying and assessing risks, and then planning and implementing risk responses. This provides a disciplined environment for proactive decision making.
1.1 Overview

The following risk management procedure is to be used:
[image: image1.emf]Identify Risk

•Threat/Opportunity

•Risk Cause

•Risk Event

•Risk Effect

Assess Risk

•For Each Risk

•Probability

•Impact

•Proximity

•For Aggregated Risks

•Net effect on Business 

Case

•Whether within 

tolerance 

Plan 

Response

•Identify options

•Evaluate options

•Recommend option

•Decide option

Implement 

Response

•Appoint Risk Owner

•Appoint Risk 

Actionee

•Monitor

•Report Status

Project Board

Risk Register

Exception Report/

Request for advice

Exception Report/

Highlight Report


1.2 Identify Risk

Guidance: Risks can be identified in a number of ways, for example reviewing lessons, reference to in-house risk checklists, publically available risk prompt lists, brainstorming and by means of a risk breakdown structure. You may wish to consider documenting the chosen techniques.

· Capture identified risks in the Risk Register:

· Risk cause

· Risk event

· Risk effect

· Prepare early warning indicators to monitor critical aspects of the project and provide information on the potential sources of risk.

· Understand the stakeholders’ view of the specific risks captured.

1.3 Assess Risk

Guidance: There are a number of risk estimation techniques including probability trees, expected value, pareto analysis and a probability-impact grid.  Similarly there are a number of evaluation techniques including risk models (e.g. Monte Carlo analysis) and expected monetary value. You may wish to consider documenting the chosen techniques.

· Estimate: Assess the threats and the opportunities to the project in terms of their 

· Probability

· Impact

· Proximity

· Evaluate: Assess the net effect of all the identified threats and opportunities on the Business Case when aggregated together
1.4 Plan Response

Guidance: The primary goal of this step is to prepare specific management responses to the threats and opportunities identified, ideally to remove or reduce the threats and to maximize the opportunities. A key factor in the selection of responses will be balancing the cost of implementing the responses against the probability and impact of allowing the risk to occur. Any chosen responses should be built into the appropriate level of plan, with a provision made for any fallback plans. Risk responses do not necessarily remove the inherent risk in its entirety, leaving residual risk. If the inherent risk was significant and the risk response was only partially successful, the residual risk can be considerable. It may be appropriate to select more than one risk response.
· Identify options

· Evaluate options

· Recommend options

· Decide on an approach
1.5 Implement Response

Guidance: The primary goal of this step is to ensure that the planned risk responses are actioned, their effectiveness monitored, and corrective action taken where responses do not match expectations. 

· Appoint a Risk Owner

· Appoint a Risk Actionee

· Monitor the status of each risk

· Report the status of the risks in

· Checkpoint Reports

· Highlight Reports

· End Stage Reports

· End Project Report

· Lessons Report

2. Risk management tools and techniques

The following tools and techniques are used to support the risk management procedure.
Guidance: Refer to any risk management systems or tools to be used and any preference for techniques that may be used for each step in the risk management procedure. 

Guidance: Also describe the composition and format of the reports that are to be produced e.g. Risk Register, their purpose, timing and chosen recipients.
Guidance: The following examples are generic PRINCE2 and may need to be tailored for the project.

2.1 Risk Register

The Risk Register provides a record of identified risks relating to the project, including their status and history. It is used to capture and maintain information on all of the identified threats and opportunities relating to the project.
The Risk Register will comprise:

· Risk identifier Provides a unique reference for every risk entered into the Risk Register. 

· Risk author  The person who raised the risk

· Date registered  The date the risk was identified

· Risk category The type of risk in terms of the project’s chosen Risk description  In terms of the cause, event (threat or opportunity) and effect (description in words of the impact)

· Probability, impact and expected value It is helpful to estimate the inherent values (pre-response action) and residual values (post-response action). 

· Proximity This would typically state how close to the present time the risk event is anticipated to happen (e.g. imminent, within stage, within project, beyond project). 

· Risk response categories How the project will treat the risk in terms of the project’s chosen categories. 

· Risk response Actions to resolve the risk, and these actions should be aligned to the chosen response categories. 

· Risk status  Typically described in term of whether the risk is active or closed

· Risk owner  The person responsible for managing the risk (there can be only one risk owner per risk)

· Risk actionee The person(s) who will implement the action(s) described in the risk response. This may or may not be the same person as the risk owner.

2.2 Categorising Risks

The following categories will be used for recording risks in the Risk Register.
	
	Category
	Notes

	Risk Type
	Opportunity

Threat
	

	Risk Category
	Political

Economical

Sociological

Technological

Legal

Environmental
	

	Likelihood
	Very unlikely

Unlikely

Likely

Very likely

Almost inevitable
	

	Impact
	Minor

Moderate

Severe

Catastrophic
	

	Proximity
	Imminent

During Stage

During Project

After Project
	

	Risk Response
	Accept (threat)


	A conscious and deliberate decision is taken to retain the threat, having discerned that that it is more economical to do so than to attempt a risk response action.

	
	Avoid (threat)


	Risk responses to a threat so that the threat either can no longer have an impact, or can no longer happen.

	
	Enhance (opportunity)


	A risk response to an opportunity where proactive actions are taken to enhance both the probability of the event occurring and the impact of the event should it occur.

	
	Exploit (Opportunity)


	A risk response to an opportunity by seizing the opportunity to ensure that it will happen and that the impact will be realized.

	
	Fall Back (threat)


	A risk response to a threat by putting in place a fallback plan for the actions that will be taken to reduce the impact of the threat should the risk occur.

	
	Reduce (threat)


	A response to a risk where proactive actions are taken to reduce the probability of the event occurring by performing some form of control, and to reduce the impact of the event should it occur.

	
	Reject (opportunity)


	A response to a risk (opportunity) where a conscious and deliberate decision is taken not to exploit or enhance an opportunity, having discerned that it is more economical to do so than to attempt a risk response action. The opportunity should continue to be monitored.

	
	Share (both)


	A risk response to either a threat or opportunity through the application of a pain/gain formula: both parties share the gain or pain.

	
	Transfer (threat)
	A response to a threat where a third party takes on responsibility for some of the financial impact of the threat (for example, through insurance or by means of appropriate clauses in a contract).


2.3 Risk Budget

Guidance: A risk budget, if used, is a sum of money included within the project budget and set aside to fund specific management responses to the project’s threats and opportunities (for example, to cover the costs of any fallback plans should they need to be implemented). If the project is to use a risk budget then it must be quantified and the manner in which it is controlled defined.

3. Risk management reporting

Reports specific to risk management activities are described
Guidance:  Describes any reports on the communication process that are to be produced, including their purpose, timing and recipients (for example, performance indicators).

4. Risk Management roles and responsibilities

The following responsibilities are specific to risk management, and augment those roles described within the Project Initiation Document.
Guidance: These roles are generic PRINCE2. They may need tailoring for the project. For example, the project may have a specific role of Risk Manager.
4.1 Executive

Accountable for all aspects of risk management and, in particular, ensure a project Risk Management Strategy exists.

Ensures that risks associated with the Business Case are identified, assessed and controlled.

Escalates risks to corporate or programme management as necessary.
4.2 Senior User

Ensures that risks to the users are identified, assessed and controlled (such as the impact on benefits, operational use and maintenance).
4.3 Senior Supplier

Ensures that risks relating to the supplier aspects are identified, assessed and controlled (such as the creation of the project’s products).
4.4 Project Manager

Creates the Risk Management Strategy.

Creates and maintain the Risk Register.

Ensures that project risks are being identified, assessed and controlled throughout the project lifecycle.
4.5 Team Manager

Participates in the identification, assessment and control of risks.
4.6 Project Assurance

Reviews risk management practices to ensure that they are performed in line with the project’s Risk Management Strategy.
4.7 Project Support

Assists the Project Manager in maintaining the project’s Risk Register.
Risk Owner(s)

Responsible for the management, monitoring and control of all aspects of a particular risk assigned to them, including the implementation of the selected responses to address the threats or to maximize the opportunities.
4.8 Risk Actionee(s)

Assigned to carry out a risk response action or actions to respond to a particular risk or set of risks. 

Supports and takes direction from the Risk Owner.

Appendix A. Supporting Information

Guidance: Add here any supporting information, such as drawings, tables or diagrams that will assist.
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